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Healthcare compliance professionals frequently face confusing situations about sharing of protected 
health information (PHI).  The Health Insurance Portability and Accountability Act (HIPAA) supports 

the protection of privacy of medical records. However, even when a patient does not authorize shar-
ing of his record, there are permitted uses and disclosures, such as for the purpose of treatment, 

payment, or healthcare operations (TPO). 

he U.S. Department of Health and Human 
Services (HHS) Office of the National 
Coordinator for Health IT (ONC) and the Office 
for Civil Rights (OCR) provide a series of top-

ical fact sheets on HIPAA Permitted Uses and Disclosures 
with examples of when PHI can be exchanged under 
HIPAA without first requiring a specific authorization from 
the patient. Please note that state laws may also apply. 
Permitted Uses and Disclosures for Health Care Operations 
The ONC issued a useful fact sheet explaining Permitted 
Uses and Disclosures for Health Care Operations.  For 

activities that fall within HIPAA’s definition of “healthcare 
operations,” an entity covered by HIPAA (Covered Entity), 
such as a physician or hospital, can disclose PHI to anoth-
er Covered Entity (or a contractor working for that covered 
entity, i.e., Business Associate). 

A Covered Entity (CE) can disclose PHI (orally, on paper, by 
fax, or electronically) to another CE or that CE’s Business 
Associate for the following subset of healthcare opera-
tions activities without needing patient consent or autho-
rization:  
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•	 Conducting quality assessment and improvement activities 
•	 Developing clinical guidelines 
•	 Conducting patient safety activities as defined in applicable 

regulations 
•	 Conducting population-based activities relating to improv-

ing health or reducing healthcare cost 
•	 Developing protocols  
•	 Conducting case management and care coordination 

(including care planning) 
•	 Contacting healthcare providers and patients with informa-

tion about treatment alternatives 
•	 Reviewing qualifications of healthcare professionals 
•	 Evaluating performance of healthcare providers and/or 

health plans 
•	 Conducting training programs or credentialing activities 
•	 Supporting fraud and abuse detection and compliance pro-

grams 45 CFR 164.501; 45 CFR 164.506(c)(4). 

Three conditions must be met when sharing PHI for the purposes 
stated above: 
1.	 Both CEs must have or have had a relationship with the 

patient (can be a past or present patient);
2.	 The PHI requested must pertain to the relationship; and 
3.	 The discloser must disclose only the minimum information 

necessary for the healthcare operation at hand.  

What is meant by the term “minimum necessary”? 
Covered entities are required to have reasonable minimum nec-
essary policies and procedures to limit how much PHI is used, 
disclosed, and requested for certain purposes. Minimum nec-
essary policies and procedures must also reasonably limit who 
within the entity has access to PHI, and under what conditions, 
based on job responsibilities and the nature of the business.  
For example, the minimum necessary standard requires that a 
CE limit who within the entity has access to PHI, based on who 
needs access to perform their job duties. If a hospital employee 
is allowed to have routine, unimpeded access to patients’ medi-
cal records, where such access is not necessary for the employee 
to do his job, the hospital is not applying the minimum neces-
sary standard. Therefore, any incidental use or disclosure that 
results from this practice, such as another worker overhearing 
the hospital employee’s conversation about a patient’s condition, 

would be an unlawful use or disclosure under the HIPAA Privacy 
Rule. 

Minimum necessary standard is not required among physicians 
discussing a patient’s medical chart for treatment purposes and 
does not apply to disclosures, including oral disclosures, among 
healthcare providers for treatment purposes. 

Permitted Uses and Disclosures for Treatment 
The fact sheet titled “Permitted Uses and Disclosures: Exchange 
for Treatment” explains how HIPAA supports sharing of PHI 
between and among healthcare providers in order to treat or 
coordinate care for their patients. CEs may disclose PHI (orally, 
on paper, by fax, or electronically) to another provider for the 
treatment activities of that provider, without needing patient 
consent or authorization. 45 CFR 164.506(c)(2). Treatment is 
broadly defined to include: 

•	 the provision, coordination, or management of healthcare 
and related services by one or more providers, including the 
coordination or management of healthcare by a provider 
with a third party;  

•	 consultation between providers relating to a patient; or
•	 the referral of a patient for care from one provider to anoth-

er.  45 CFR 164.501. 

The disclosing CE is responsible for the PHI until recipient CE 
has received the information. HIPAA requires disclosing the PHI 
to the receiving CE in a permitted and secure manner, which 
includes sending the PHI securely and taking reasonable steps 
to send it to the right address. The receiving CE is responsible 
for safeguarding the PHI and otherwise complying with HIPAA, 
including with respect to subsequent uses or disclosures or any 
breaches that occur.  

Common HIPAA Questions  
How should we ensure that we’re staying compliant with HIPAA 
Privacy and Security Rules when sharing PHI for purposes of 
treatment or operations? 

Many issues are covered under HIPAA Privacy and Security.  Here 
are a few important reminders regarding permitted uses and 
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disclosures:  

•	 HIPAA Security Rule compliance 
requires disclosure of electronic PHI 
by CEHRT.  

•	 Address permitted uses and dis-
closures in your Notice of Privacy 
Practices. 

•	 Follow minimum necessary policies 
and procedures and apply reasonable 
safeguards, as required by 45 CFR 
164.502(a)(1)(iii). 

 
What are the reasonable safeguard 
requirements? 
 
Reasonable safeguards vary from CE to 
CE depending on factors, such as the size 
of the CE and the nature of its business. 
In implementing reasonable safeguards, 
CEs should analyze their own needs and 
circumstances, such as the nature of the 
PHI it holds, and assess the potential risks 
to patients’ privacy. CEs should also con-
sider the potential effects on patient care 
and may consider other issues, such as 
the financial and administrative burden of 
implementing particular safeguards. 

Consider the following examples of appro-
priate administrative, technical, and physi-
cal safeguards: 

•	 Sign in sheet information is limited 
to the patient’s name, time of arrival, 
and the patient’s doctor 

•	 Fax machine is in a secure location 
and the “fax disclaimer” is on all out-
going faxes 

•	 The Notice of Privacy Practices is on 
your website and there is no way to 
access PHI on that site 

•	 All computer screens are turned away 
from the patient’s view 

•	 Screen savers are set to go on after a 
short period of inactivity 

•	 No employee leaves his or her com-
puter unattended while PHI is visible 

on the screen 
•	 Passwords are assigned only to those 

who should have access to PHI on the 
computers 

•	 Limit the information disclosed over a 
facility’s public announcement system 
to the minimum necessary 

•	 Outgoing mail only shows the mini-
mum necessary information 

•	 All correspondence containing PHI 
that is received or sent from the facil-
ity is marked confidential 

•	 Signs are posted to restrict patient 
access to particular areas and to 
remind employees about confidenti-
ality 

•	 Talk quietly and do not use the full 
name of the patient if not necessary 
and always use minimum necessary 
when discussing in public areas 

•	 E-mail “disclaimer” is on all outgoing 
messages

•	 Medical charts on exam room doors 
should be turned inward so they do 
not have any visible information 

•	 Medical records are set face down 
when not in use 

 
To gain more HIPAA insight and prac-
tical tips, consider purchasing The 
Fundamentals, a user friendly, four-module 
course designed to help healthcare profes-
sionals understand the essential principles 
and practices of compliance.
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Compliance. With the increase in com-
pliance challenges facing healthcare 
providers, Julie was inspired to create 
a practical, comprehensive healthcare 
compliance solution, and founded First 
Healthcare Compliance in 2012. Julie 
is a nurse, an attorney, and certified in 
Healthcare Compliance by the Compliance 
Certification Board. www.1sthcc.com
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should have been reported, e.g., K70.30, Alcoholic cirrhosis of liver 
without ascites. Specificity is one of the tenets of ICD-10-CM, and 
pull-down menus often lead to a generic code choice. We are 
instructed by the guidelines that “Codes titled ‘unspecified’ are 
for use when the information in the medical record is insufficient 
to assign a more specific code.”  Commonly, nonspecific codes 
have a lesser risk-weight than specific ones. If the providers in 
the office do not have access to the full code set and are not 
trained in ICD-10-CM code lookup, it may be best if they focus 
their efforts on their documentation, and let the coders abstract 
the diagnoses.

An ICD-10-CM Code Is Not a Diagnosis

A/P: E11.621, L97.412; 3.2 cm X 2.8 cm wound debrided and 
dressed. RTC in two weeks.

The above note identifies treatment of a type 2 diabetes patient 
with a diabetic foot ulcer of the right heel, with the fat layer 
exposed. The size of the wound is documented, and the patient 
will return to the clinic in two weeks for further treatment.  
Yet, no diagnosis can be abstracted from this documentation. 
The 2017 Contract-Level RADV Reviewer Guidance states it is not 

acceptable to document codes instead of diagnoses.  ICD-10-CM 
codes “without narrative are not acceptable to report in place 
of a diagnosis to support a CMS-HCC. It is the codes that are 
being validated in the medical record written documentation.” 
A diagnostic narrative allows a provider to describe the quality, 
duration, severity, and context of a comorbidity. A diagnostic code 
fails to capture the nuances of text. E11.9, for example, describes 
“type 2 diabetes without complication.” In narrative, however, the 
same patient may be described as “handing a new diagnosis well, 
testing four times a day with a low-vision meter, and has experi-
enced relatively few episodes of hypo- or hyperglycemia.”

Causal Relationships And “Due To”

The physician documents that the patient has neuropathy on page 
4 of a medical record, and on page 6 for the same date of service 
identifies that the patient also has diabetes. While the neuropathy is 
due to sequela of chemotherapy, this is not noted in the record. 

A major change to how documentation and abstraction of causal 
relationships occurred in the 2017 guidelines, when hundreds 
of diagnostic pairings were identified as causal, even if the phy-
sician does not document them as etiology and manifestation. 
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